Service Specific Sub-processors and Third Parties
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Zoho uses certain sub-processors, content delivery networks and third parties to assist it in providing the Zoho Services.

What is a Sub-processor

A sub-processor is a third party data processor engaged by Zoho, who has or potentially will have access to or process Service Data (which may contain Personal Information). Zoho engages
different types of sub-processors to perform various functions as explained in the tables below.

Process followed to on-board a Sub-Processor

Zoho evaluates the security and privacy practices of sub-processors whom we wish to contract to ensure that they are in line with Zoho's information security and privacy standards. We then
execute appropriate data protection agreements with them.
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SUB-PROCESSOR SEVIGE LOCATION OF APPLICABLE ZOHO APPLICABLE DATA APPLICABLE TYPE OF DATA
NAME PROCESSING SERVICES CENTER FOR SHARED/PROCESSED
INTHE US WEST
(OREGON) & Us- 1. RECIPIENT EMAIL
WEST-2 FOR THE ALLTHE ADDRESSES
SENDING EMAILS TO US.IN & AU DCS CUSTOMERS
AMAZON SES MULTIPLE PERSONS ZOHO SURVEY US, EU, IN, AU AROUND THE 2. ASSOCIATED
SIMULTANEOUSLY IN EUROPE GLOBE RECIPIENT CONTACT
(IRELAND) & EU- PROPERTIES IN THE
WEST-1FOR THE EU EMAIL CONTENT
DC
ALLTHE
1 ZOHO US, EU, IN, AU £l S(Tltgll\ﬁ'g\JETB::gE
PAGESENSE N AROUND THE
GLOBE CUSTOM SCRIPTS
TO PROVIDE A 2. Site2dx7 US, EU, IN, AU All the customers Static webpagg content
CONTENT DELIVERY around the globe and custom scripts
NETWORK TO
AMAZON CDN IMPROVE THE SPEED WORLDWIDE
OF DATA

TRANSMISSION
3. Zoho Books,
4. Zoho Invoice,
5. Zoho Inventory,
6. Zoho Expense, Us, IN
7. Zoho Payroll,
8. Zoho Subscriptions,
9. Zoho Checkout

All the customers

around the globe Static webpage content
who have signed up and IP address
intheUSorINDC.

INTHE US-EAST
FORTHEUS &IN

SENDING TEXT DCS
MESSAGES TO CUASLTLOTN::ERS
AMAZON SNS INDIVIDUALS, OR INTHE EU FOR THE ZOHO SHIFTS US, EU, IN, AU AROUND THE PHONE NUMBER
MULTIPLE PERSONS EUDC GLOBE
SIMULTANEOUSLY
IN THE AU FOR THE
AU DC
IN SINGAPORE FOR
TO PARSE CVS, THEUS, IN & AU ALLTHE
RESUME OR OTHER DCs, CUSTOMERS
DAXTRA CANDIDATE ZOHO RECRUIT US, IN, AU, EU AROUND THE RESUME
INFORMATION INIRELAND FOR GLOBE

THEEUDC



EASY POST

GOOGLE
TRANSLATE

LITMUS

PERFIOS

POSTAL METHODS

VERYFI

YODLEE

A SHIPPING SERVICE
USED TO DELIVER
GOODS/ITEMS

TO CARRY OUT
TRANSLATION
BETWEEN DIFFERENT
LANGUAGES

TO PREVIEW THE
ZOHO CAMPAIGNS
OUTPUT IN VARIOUS

BROWSERS

TO FETCH BANK
TRANSACTIONS
STATEMENTS

TO DELIVER HARD
COPIES OF
COMMERCIAL
DOCUMENTS.

TO EXTRACT DATA
FROM THE
DOCUMENTS
UPLOADED FOR AUTO
SCAN.

TO FETCH BANK
TRANSACTIONS
STATEMENTS

IN THE US FOR ALL

THEDCS

IN THE US FOR ALL

THEDCS

INTHE US-EAST
FOR ALLTHE DCS

IN SINGAPORE &
INDIA FOR THE US
&INDCS

INTHE US FORALL
THEDCS

INTHE US(EAST
AND WEST) FOR
THEUS DC

IN CANADA,
EUROPE
(FRANKFURT) FOR
THEEUDC

IN ASIA / PACIFIC
(AUSTRALIA) FOR
THEIN & AUDCS

INTHE US FORALL
THEDCS

1. ZOHO BOOKS
2.ZOHO
INVENTORY
3. ZAKYA
(RESTRICTED
USERS)

1. ZOHO CREATOR

2.Zoho Survey

3.Zoha SaleslQ

ZOHO CAMPAIGNS

1. ZOHO BOOKS
2. ZOHO EXPENSE

1. ZOHO INVOICE
2.ZOHO BOOKS
3.ZOHO
INVENTORY

1. ZOHO EXPENSE
2.ZOHO BOOKS
3.ZOHO INVOICE
4. ZOHO
INVENTORY

1. ZOHO BOOKS
2.ZOHO EXPENSE

ALLTHE
CUSTOMERS
AROUND THE

GLOBE

US, EU, IN, AU

ALLTHE
CUSTOMERS
AROUND THE
GLOBE WHO
HAVE SIGNED

UPFOR

PREMIUM AND
ULTIMATE
EDITION

US, EU, IN, AU

All the customers
around the globe
who have signed up
for Pro and
Enterprise Edition

US, EU, IN, AU

All the customers
around the globe
who have signed up
for Enterprise Edition

US, IN, AU

ALLTHE
CUSTOMERS
AROUND THE
GLOBE WHO
HAVE SIGNED
UPINTHE US
ORINORAU

DC

US, IN, AU

ALLTHE
CUSTOMERS
WHO HAVE
SIGNED UP
FOR INDIAN
EDITION &
GCCEDITION
INUSORINDC

Us, IN

ALLTHE
CUSTOMERS
AROUND THE
GLOBE WHO
US, IN, AU HAVE SIGNED
UPFORUS
EDITION INUS
ORINOR AU
DC

ALLTHE
CUSTOMERS
AROUND THE

GLOBE

US, EU, IN, AU

ALLTHE
CUSTOMERS
AROUND THE
GLOBE WHO
HAVE SIGNED
UPINTHEUS
ORINORAU

US,IN, AU

1. CUSTOMER'S
POSTAL ADDRESS
(SHIPMENT DISPATCH
ADDRESS),

2. END USER'S
POSTAL ADDRESS
(SHIPMENT
DESTINATION
ADDRESS),

3. SHIPMENT
SPECIFIC DETAILS
(EG: DIMENSION,
WEIGHT OF THE
PACKAGE, ETC)

1. APPLICATION META
DATA (EG:
APPLICATION NAME,
FORM NAME, FIELDS
NAME, ETC)

2. STATIC CONTENT
OF THE CREATOR
WEBSITE OTHER
THAN THE
USER/APPLICATION
SPECIFIC DATA

Survey meta data (Eg:
Survey name, Question
message, Option message,
etc) created by the
customer

Chat text

EMAIL CONTENT

BANK PDF
STATEMENTS

1. INVOICE PDF
2. END USERS'
ADDRESS
3. ADDRESS OF
ZOHO CUSTOMER

1.RECEIPTS
UPLOADED BY THE
CUSTOMERS
2. COUNTRY AND
CURRENCY OF THE
CUSTOMER.

BANK ACCOUNT
INFORMATION AND
ITS TRANSACTIONS.



DC

Third Party Service Providers used by Zoho to provide you the Services:

What is a Third Party Service Provider?

In this context, "Third Party Service Provider" means those recipients of personal information that do not fall strictly under the category of sub-processors. It may be because either Zoho is acting
as a controller for the information shared with the Third Party Service Provider (such as information processed for spam filtering and fraud prevention) or the Third Party Service Provider acts as
an independent controller (for example, because of a legal obligation). The role of each Third Party Service Provider is specified below.

We will give you a choice to disable the use of a particular Third Party Service Provider except when the Third Party Service Provider is used for critical requirements such as fraud prevention.
Where we do not give you a choice to disable the use of a particular Third Party Service Provider, we will take measures to ensure that your information is secure and is processed in compliance
with applicable data protection laws.
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ROLE OF
NAME OF THE LOCATION THE APPLICABLE APPLICABLE DATA
THIRDPARTY SERVICE OF THIRDPARTY ZOHO 1 APPLICABILITY

SERVICE PROVIDER PROCESSED

PROCESSING SERVICE SERVICES
PROVIDER

TO PROVIDE
THE
1.ZOHO
SENDING TEXT SERVIC ACCOUNTS, ALLTHE
AND FOR CUSTOMER
MESSAGESTO ADDITIONAL o= cN. WHO HAVE PHONE
AMD INDIVIDUALS, OR EU 3.ZOHOQO ASSIST, EU
PURPOSES SIGNED UP IN NUMBER
MULTIPLE PERSONS 4. Z0HO
ACCORDING EU DC AFTER
SIMULTANEOUSLY NOTEBOOK,
TO THEIR 5. 70HO LENS 27-SEP-2021
PRIVACY ’
POLICY.
TO PROVIDE ALLTHE 1. PHONE
THE US, EU, IN, CUSTOMERS NUMBER
SERVICE LSITEZAX] AU AROUND THE 2.SMS
SENDING TEXT
INIRELAND AND FOR GLOBE CONTENT
MESSACESTIO AND SOUTH ADDITIONAL
BULKSMS INDIVIDUALS, OR
AFRICA FOR PURPOSES
KL hA T Bl oL ALLTHEDCS ACCORDING
SIMULTANEOUSLY
TO THEIR .
PRIVACY 2. ManageEngine US. EUL IN, AU Allthe customers 1. Phone number
POLIEY. MDM Cloud around the globe 2. SMS content
ALLTHE 1. PHONE
US, EU, IN, CUSTOMERS NUMBER
LSIEZ AU AROUND THE 2.5MS
GLOBE CONTENT
TO PROVIDE Allthe customers
THE 2. ManageEngine around the globe 1. Phone number
SERVICE Al us i M
SENDING TEXT ANGFCR armsOne who have signed up 2. SMS content
MESSAGES TO INIRELAND SO inthe USDC
CLICKATELL INDIVIDUALS, OR FORALL THE PURPOSES
MULTIPLE PERSONS DCS ACCORDING
SIMULTANEOUSLY TOTHEIR
PRIVACY 3. ManageEngine US,EU. IN. AU All the customers 1. Phone number
POLICY. MDM Cloud S around the globe 2. SMS content
4, Managegnglne US, EU, IN, AU All the customers 1. Phone number
ADSelfServicePlus around the globe 2. SMS content
ALLTHE
CUSTOMERS
1. ZOHO BOOKS AROUND THE 1. EMAIL IDS
2.ZOHO GLOBE WHO AND PHONE
INVOICE HAVE SIGNED NUMBER OF
3.Z0HO UP FOR INDIA PRIMARY
INVENTORY EDITION AND CONTACT
4, ZOHO ALLTHE FROM ZOHO
EXPENSE USERS WHO 2. BUSINESS
5. ZOHO HAVE TRANSACTION
PAYROLL US, EU, IN, CHOSEN THE DETAILS (EG:
6.ZOHO AU ORG INVOICE
SUBSCRIPTIONS COUNTRY AS NUMBER,
7.ZOHO INDIA(IN AMOUNT,
CHECKOUT THEIR DATE, ETC.,)

TO PROVIDF ! 7OUN ~1ORAL NEANLIR



KALEYRA

SINCH (FORMERLY
CcLx)

TATA
COMMUNICATIONS

TELESIGN

TWILIO

SENDING SMS
NOTIFICATIONS TO
OUR CUSTOMERS AND
TO THEIR CLIENTS.

TO SEND SMS DURING:
A.TWO FACTOR
AUTHENTICATION(TFA)
B. SIGN-UP USING SMS
C. SIGN-IN USING SMS
D. ACCOUNT
RECOVERY USING SMS
E. FORGOT
PASSWORD
RECOVERY METHOD
F. ADDITION OF A
NUMBER TO YOUR
ACCOUNT

TO PROVIDE IN-
BOUND DIALING
SERVICES

TO SEND SMS DURING:
A. TWO FACTOR
AUTHENTICATION(TFA)
B. SIGN-UP USING SMS
C. SIGN-IN USING SMS
D. ACCOUNT
RECOVERY USING SMS
E. FORGOT
PASSWORD
RECOVERY METHOD
F. ADDITION OF A
NUMBER TO YOUR
ACCOUNT

SENDING TEXT

MESSAGES AND VOICE

CALL ALERTS TO
INDIVIDUALS, OR
MULTIPLE PERSONS
SIMULTANEQUSLY

IN INDIA FOR
ALLTHEDCS

INNORTH
CALIFORNIA,
ASHBURN
FOR THE US,
IN & AUDCS

IN IRELAND,
SWEDEN FOR
THEEUDC

IN CANADA
FORALLTHE
DCs

INTHE US
FORALLTHE
DCS

IN THE US-
EAST-1FOR
ALLTHEDCS

THE
SERVICE
AND FOR

ADDITIONAL
PURPOSES
ACCORDING
TO THEIR
PRIVACY
POLICY.

TO PROVIDE
THE
SERVICE
AND FOR
ADDITIONAL
PURPOSES
ACCORDING
TO THEIR
PRIVACY
POLICY.

TO PROVIDE
THE
SERVICE
AND FOR
ADDITIONAL
PURPOSES
ACCORDBING
TO THEIR
PRIVACY
POLICY.

TO PROVIDE
THE
SERVICE
AND FOR
ADDITIONAL
PURPOSES
ACCORDING
TO THEIR
PRIVACY
POLICY.

TO PROVIDE
THE
SERVICE
AND FOR
ADDITIONAL
PURPOSES
ACCORDING
TO THEIR
PRIVACY
POLICY.

DAYBOOK APP
9. ZAKYA
(RESTRICTED
USERS)

10. Site24x7

11. ManageEngine
MDM Cloud

1.ZOHO
ACCOUNTS,
2. ZOHOSIGN,
3. ZOHO ASSIST,
4.ZOHO
NOTEBOOK,
5.ZOHO LENS

ZOHO MEETING

1.ZOHO
ACCOUNTS,
2.ZOHO SIGN,
3.ZOHO
WORKERLY,
4. Z0OHO
ASSIST,
5.ZOHO
NOTEBOOK,
6. ZOHO LENS
7.ZOHO
RECRUIT

1. ZOHO BIGIN

2. Site24x7

3. ManageEngine
AlarmsOne

US, EU, IN, AU

US, EU, IN, AU

US, EU, IN,
AU

US, EU, IN,
AU

US, EU, IN,
AU

US, EU, IN,
AU

US, EU, IN, AU

us

EDITION)
DELIVERING
SMSS ONLY
TOINDIAN
MOBILE
NUMBERS

All the customers
around the globe
with Indian Mobile
numbers
configured

All the customers
around the globe
with Indian Mobile
numbers
configured

ALLTHE
CUSTOMERS
AROUND THE

GLOBE.

EUROPEAN

PHONE
NUMBERS ARE
PROCESSED
INIRELAND

AND SWEDEN.

ALLTHE
CUSTOMERS
AROUND THE

GLOBE

ALLTHE
CUSTOMERS
AROUND THE

GLOBE

ALLTHE
CUSTOMERS
AROUND THE

GLOBE

Allthe customers
around the globe

All the customers
around the globe
signed up inthe US
DC

CUSTOMERS
3.ZOHO'S DLT
REGISTRATION

DETAILS

1. Phone number
2. SMS content

1. Phone number
2.5SMS content

PHONE
NUMBER

CDR (CALL
DETAILS
RECORD)

PHONE
NUMBER

END USERS'
PHONE
NUMBER AND
THE
DOCUMENTS
OF CUSTOMER
(TO
PURCHASE
PHONE
NUMBERS)

Phone number and
the content (to be
delivered tothe
customer) for SMS
and Voice calls

SMS - Customer's IT
alarm data, Display
name of the entity
and severity of the
alert.

Call - Phone number
is used to send call
notification



TO PROVIDE ALLTHE

THE CUSTOMERS
SPAMFILTERING, ANDFOR cauPAIGRS
FRAUD DETECTION, TO IN THE US O ONAL i WG TiAVE EMAIL
VALIDITY IMPROVE FOR ALL THE US, IN, AU ADDRESS OF
PURPOSES CAMPAIGNS SIGNED UP IN
DELIVERABILITY OF DCS THE SENDER
ser i ACCORDING THEUS OR IN
TO THEIR ORAUDC
PRIVACY ACROSS THE
POLICY. GLOBE.
TO PROVIDE
THE
SERVICE
AND FOR ALLTHE
TO PROVIDE IN- IN BELGIUM ADDITIONAL SO CUSTOMERS CDR (CALL
VOXBONE BOUND DIALING FOR ALL THE PURBISES ZOHO MEETING i, AROUNDTHS DETAILS
SERVICES bcs ACCORDING GLOBE RECORD)
TO THEIR
PRIVACY
POLICY.
TO PROVIDE
TO VALIDATE USER'S THE
CONTACTS AND SERVICE CUASLTLOT&'EER 5
REMOVE INACTIVE RS AND FOR e NEE CUSTOMER'S
EMAIL ADDRESSES ADDITIONAL ZOHo RECIPIENT
ZEROBCLINGE FROM THE LIST TO FOR&E;THE PURPOSES CAMPAIGNS LAl . Gﬁlég?JEP N EMAIL
HAVE BETTER EMAIL ACCORDING ADDRESSES.
THEUS OR IN
DELIVERY TO THEIR SHAUGE
PERFORMANCE. PRIVACY
POLICY,

Note:

If you enable the TFA settings(SMS method) for your Zoho Account, irrespective of the Zoho services that you use, the sub-processor associated with Zoho Account(for sending the SMS) will be utilized.
Additionally, general services such as account recovery using SMS, sign up/sign in tsing SMS, adding a new number to your Zoho Account also uses the sub-processors associated with Zoho Accounts
irrespective of the other Zoho applications you may use.

If you use our suite of applications such as Zoho One, "Plus" suites, then the sub-processors associated with each of the respective products in those bundles would apply as mentioned in the above
tabular column.

+ If you are the admin of any Zoho service for your organization, you can choose to subscribe for notifications on medifications (addition and change) of sub-processors in this page by clicking here.



